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INTRODUCTION

The Hyperscalers Veeam Backup and Recovery solution is holistic inclusive of hardware and
software that enables service providers to perform blazingly fast (up to 51GB/s), consistent, and
easy to use backups using Veeam.

Veeam backups can be sent to various storage mediums with single point of control to set up and
schedule backup of virtual machines, workstations, and hypervisors. The solution offers storage
mediums such as file systems, object, and tape. The solution also offers strategies for ransomware
protection, mitigation, and migration. This document focuses on few of these storage features
offered by Veeam Backup and recovery aspects of Veeam Data Platform [1].

Veeam Data Platform

Native APIs
Virtual Physical Apps
On-Premises - IntheCloud - XaaS
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Digital IP Appliance Design Process

Hyperscalers [2] has developed a Digital- IP-Appliance Design Process and an Appliance
Optimizer Utility which we use in conjunction with each other to productise IT-appliances for
Digital-IP owners needing to hyperscale their services quickly, reliably and at a fraction of
traditional costs.

Appliance Optimizer Utility AOU

The Appliance Optimizer Utility (AOU) automates the discovery of appliance bottlenecks by
pinging all layers in the proposed solution stack. A live dashboard unifies all key performance
characteristics to provide a head-to-head performance assessment between all data-path layers in
the appliance, and also as a comparison between holistic appliances.

Custom One-Time IP Appliance
Engineered Approach Design Process
‘4 .
o T 1Y , ooy B R
Wy = Standardize your IP i

Hyperscale your IP

Figure I Digital IP-Appliance Design Process
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Infrastructure Setup

Veeam Backup and Replication software involves minimum of two nodes one for the control and
scheduling aspect of the back up and disaggregated storage backend providing storage. We have
validated results with the following environment.

Veeam Backup and Replication node (Control)

Number
Server of Storage  PCle Storage
Model Nodes CPU RAM NIC Mezz Card  Devices Drives oS
Intel 32/3200 ConnectX 5 DapuStor
S5X Xeon MHz x4 10/25G R5100 (7 TiB) Windows
D53X-1U 1 4310 x 2 units (active) Null Null x4 Server 2019
Disaggregated XFS storage in RAID 6 (Storage)
Server Number Storage PCle Storage
Model of Nodes CPU RAM NIC Mezz Card Devices Drives os
Ubuntu
Intel 32/3200 ConnectX 5 Samsung DapuStor 20.04
S6X Xeon MHz x8 10/25G PM1735 H5100 (7 TiB) (5.15.0-89-
D54X-1U 1 4410 x 2 units (active) Null (1.6TB) x4 generic)
Disaggregated Object Storage provided by HyperFlow (Storage)
Server Number Storage PCle Storage
Model of Nodes CPU RAM NIC Mezz Card Devices Drives oS
Intel
Xeon  32/3200 ConnectX DapuStor Ubuntu 20.04
S5X 4310 x MHz x8 10/25G ConnectX-5 R5100 (7 (5.15.0-91-
D53X-1U 2 2 units (active) Null 100 GbE TiB) x4 generic)
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2 FEATURES

Veeam Backup and Replication software features is its flexibility in attaching to the storage
backend. Few of the storage options include,

1. Direct Attached Storage
2. Network attached storage
3. Object storage

Veeam Backup and Replication also integrates with existing VMWare / Hyper-V environment to
backup, replicate and migrate virtual machines and other resources.

The solution also offers backup of individual workstation, desktops running Windows, Linux,
Mac OS.
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Direct attached storage
This type of storage can be with in the server and/or can be a directory or disk in another server
over the network.

: x
Direct Attached Storage
@ Select the operating system type of a server you want to use as a backup repositorny.
gl Microsoft Windows
o Adds local storage presented as a regular volurne or Storage Spaces, For better perfformance and storage
efficiency, we recommend using ReF5.
O Linux
Adds local storage or locally mounted NFS share. For better perfformance and storage efficiency, we recommend
using XF5. The Linux server must use bash shell, and have 55H and Per installed,
Rﬁ Linux (Hardened Repository)
(- Requires a Linux server with internal or direct attached storage. This configuration enables pretection against
cybersecurity threats with immutable backups, The Linug server must use bash shell and have 55H installed. For
reduced attack surface, minimal Linux installation is highly recommended.
Cancel
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Network attached storage.

This type of storage can be large pool of storage over the network offering File system through a
cluster of servers.

x
Network Attached Storage
@ Select the type of a shared folder you want to use as a backup repositony.
& NFS5share
I wmilem  Adds an MF5 share. This is the recommended configuration for leveraging storage capacity provided by NAS
devices,

SMEB share

| Adds an SME (CIFS) share. For reliability reasons, this configuration is recommended for continuously available
(CA) network shares only,
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Object storage
The solution can integrate with any on premise object storage (S3) environment and public cloud
storage from leading providers.

. »
Object Storage
@ Select the type of object storage you want to use as a backup repository.
ig 53 Compatible
w Adds an on-premises object storage systern or 8 cloud object storage provider,
aws Amazon 53
Adds Amazon cloud object storage. Amazon 53, Amazon 52 Glacier (including Deep Archive) and Amazon
j Snowball Edge are supported. !
!
3 Google Cloud Storage
F Adds Google Cloud storage. Both Standard and Mearline storage classes are supported.
ﬁ"l IBM Cloud Object Storage
"!.!"' Adds IBM Cloud object storage. 53 compatible versions of both on-premises and |BM Cloud storage offenings are
supported,
/_s Microsoft Azure Storage
Adds Microsoft Azure cloud object storage, Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.
@ Wasabi Cloud Storage
Adds Wasabi cloud object storage,
Cancel
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The following image shows the object storage (on prem cloud), network file system (backed by
xfs) storage attached to Veeam backup and replication, which can be utilised by the clients (Bare

metal/ VMs)

Add Backup Repository

Select the type of backup repository you want to add.

—  Direct attached storage
Microsaft Windows or Linux server with internal or direct attached storage. This configuration enables data

movers to run directhy on the server, allowing for fastest performance.

Metwork attached storage
Metwork share on a file server or 8 NAS device, When backing up to a remote share, we recommend that you

select a gateway server located in the same site with the share.

=sp=s  Deduplicating storage appliance
Dell Data Domain, ExaGrid, Fujitsu ETERNUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via natre appliance AP, use the network attached

storage option instead.

i Object storage
-
W On-prem object storage system er a cloud object storage provider.

Cancel
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The following is an example showing various storages attached to Veeam which can be utilised
to schedule to use for back up.

In the following, Backup Repository nfs is backed by XFS NVMe storage in RAID 6.
Hyperflow-object (NVMe/ 2 way replicated) and hyperscalers-obeject (SAS / 3 way replicated)
are on premise cloud environments backed with HyperFlow. Infrastructure under protection
includes one bare metal machine and two virtual machines within our network.

% Veeam Backup and Replication

Backup Repository

Repository
Manage Repository Tools
Backup Infrastructure ()\
H Backup Proxies A Name T Type Host Path
=] Backup Repositories EA Backup Repository nfs Linux 192.168.18.186 /mnt/nfs
fa Extemal Repositonies £ Default Backup Repository ~ Windows DESKTOP-JM66... C:\Backup
:“i Scale-out Repositories [l Hyperflow-object S3-compatible Gateway amazon$3://192.168,18.160/veeam/Veeam
& WAN Accelerators [ hyperscalers-object S3-compatible Gateway amazonS3://192.168.18.99/test1/Veeam

4] Service Providers
4 [ SureBackup
7, Application Groups
25 Virtual Labs
4 (Z1 Managed Servers
{F= Microsoft Windows

A Home
"g‘! Inventory
l?g’j Backup Infrastructure

t Storage Infrastructure

\k Tape Infrastructure

Eﬁ Files

Vesam Backup and Replication

Home

[ele)
L, g BH LA LS

-
Backup Replication CDP  Backup Copy Restore Import Export Best Practices
Job~  Jobr Policyr Copy Jobr  ~  Backup Backup Analyzer

Primary Jobs Secondary Jobs = Restore Adtions
Inventory Q, Typeinan ob
G Virtual Infrastructure Narme T IP Address Last Seen Backup Agent Application Flu..  OS Last Agent Backup
4 (F Physical Infrastructure B 172.25.2005 Mot installed never
2 Manually Added [E- 192.168.18.93 Not installed never
Unmanaged EA clientl 192.168.18.185  Cnline Installed Not installed Ubuntu 22.04.3 LTS 5 days ago

[ifl File Shares
4 [3 Last24 Hours
[ Failed
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Veeam Back up and Data replication solution offers native connectivity to the following
hypervisors.

1. VMWare vSphere
2. Microsoft Hyper-V

One can back up virtual machines from other hypervisors (Eg: Proxmox, HStack) by utilising
individual machine backup.

Add Server

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

m ViMware vSphere
Adds YMware private cloud infrastructure servers to the inventory.

B mEl Microsoft Hyper-V
i BN sgdsascvmm server, a Hyper-V cluster, or a standalone Hyper-V host to the inventory.

(]

Cancel
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The following are the results of XFS in RAID 6 with Gen5 server/ drives attached to Veeam as
Direct attached storage with varying 10 depth and block sizes performed with FIO in the storage
node [6].

{({

XFS performance

60
50
20 ’\\‘
2
[oa) 30
0]
20
10
0
4 kB 64kB 128kB 512kB 1024kB 2048kB
e |odepth 4 4.2 29.2 40.9 37.8 37.6 37.5
e |0depth 8 7.29 45.3 47.6 37.4 36.6 39.1
lodepth 16 7.24 50.8 41.2 35.9 35.9 35.9
lodepth 32 7.2 47.4 41.4 37.7 37.5 37.6
Block Size
e |0depth 4  e===|odepth 8 lodepth 16 lodepth 32
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